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Abstract: The digital economy has transformed data into the most valuable commercial resource of the 

twenty-first century. Yet unlike traditional resources, data does not deplete upon use. Instead, its 

concentration in the hands of a few corporations and its manipulation by algorithms creates novel 

anticompetitive practices that existing competition law struggles to address. This paper explores the 

phenomenon of data-driven cartelization where artificial intelligence tools, predictive algorithms and 

behavioral targeting not only facilitate collusion among firms but also challenge the traditional 

requirement of human intent in cartel formation. It critically examines the intersection of data protection, 

consumer welfare and antitrust law through judicial precedents and statutory frameworks from India, the 

European Union and the United States. Landmark decisions such as the Cement Cartel case in India, the 

Google Shopping case in the EU and the Cambridge Analytica scandal demonstrate how unchecked data 

power threatens both competition and democracy. By analyzing legislative instruments such as the 

Indian Competition Act, the European Digital Services Act and the US Algorithmic Accountability Act, 

this study argues for a recalibration of legal frameworks that places technological accountability at the 

center of competition enforcement. The research paper concludes that effective regulation must integrate 

competition law, data protection principles and international cooperation in order to prevent algorithmic 

collusion, ensure consumer autonomy and preserve the constitutional values of privacy and economic 

liberty. 
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Introduction: “If you can control the information, you can control the people.” Tom Clancy, an 

American novelist once remarked. 

In the age of algorithms and big data, this statement assumes a profound legal and economic significance. 

Modern societies are immersed in data clouds where artificial intelligence processes every search query, 

every online purchase and every social interaction to predict, influence and ultimately control consumer 

behavior. Unlike traditional monopolies of oil, steel or coal, the monopoly of data is subtle, invisible and 

borderless. Yet its consequences for competition and consumer welfare are far more severe. 

This research paper seeks to reframe the debate on data cartels and anticompetitive practices by moving 

beyond the metaphor of data as “the new oil.” Instead, it considers data as the foundation of an 

algorithmic economy where market dominance arises not merely from supply and demand but from 

predictive power and informational asymmetry. The emergence of algorithmic collusion, where artificial 

intelligence tools autonomously coordinate prices or restrict market access without explicit human 

agreement, challenges the traditional jurisprudence of cartel law. In such scenarios, can regulators still 

demand proof of a “meeting of minds”? Should liability be placed upon the corporation deploying the 

algorithm, the developer who designed it, or the algorithm itself? These questions demand a fresh legal 

framework that bridges competition law, data protection, and constitutional principles of privacy and 

liberty. 

The methodology adopted in this paper is primarily doctrinal, relying on statutes, judicial precedents, 

scholarly literature and policy reports. Comparative analysis is undertaken across three major 

jurisdictions — India, the European Union and the United States — to illustrate how different legal 

systems are responding to the challenge of data-driven anticompetitive practices. Cases such as Harshita 

Chawla v. WhatsApp in India, Google v. European Commission in the EU, and United States v. 

David Topkins in the US highlight the global nature of the problem. At the same time, constitutional 

jurisprudence such as Justice K.S. Puttaswamy v. Union of India underscores that the problem is not 

only economic but also one of fundamental rights. 

The scope of this paper extends beyond the enforcement of competition law to include the intersection 

of antitrust with data protection, international law and technological regulation. By weaving together 

these disciplines, the paper aims to present a holistic account of how law must evolve in order to 

safeguard consumer welfare in the algorithm-driven marketplace. 

Background 

The emergence of the digital economy has elevated data to the status of the most valuable asset of the 

twenty-first century. Unlike traditional resources such as oil, coal, or steel, data does not diminish with 

use; instead, its utility expands with aggregation and predictive analysis. The concentration of data in 

the hands of a few corporations has given rise to new forms of market power that are subtle, borderless, 

and deeply integrated into everyday consumer interactions. Algorithms, artificial intelligence, and 

predictive analytics not only influence consumer choices but also restructure competitive dynamics, 

creating conditions that resemble cartelization without explicit agreements among firms. In this context, 

competition law, which evolved in the era of tangible markets, faces unprecedented challenges in 

addressing digital collusion and algorithmic abuses. 
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Statement of Problem 

The central problem that this research addresses is the inadequacy of traditional competition law 

frameworks to effectively regulate algorithm-driven market practices. Cartels, in their conventional 

sense, required human actors to coordinate, fix prices, or allocate markets. However, in the digital 

economy, algorithms can autonomously align conduct across competitors, creating parallel outcomes 

detrimental to consumer welfare. This raises complex legal questions about liability, intent, and proof. 

Should liability extend to corporations that deploy such algorithms, or to the developers who design 

them? Can regulators infer collusion solely from algorithmic uniformity in pricing or market conduct? 

The difficulty of applying doctrines developed for physical markets to the realities of digital markets 

necessitates a fresh legal analysis. 

 

Aims & Objectives 

The primary aim of this study is to critically examine how data and algorithms facilitate anticompetitive 

practices, with a focus on cartel-like outcomes in the digital economy. The objectives include: (a) 

assessing how judicial precedents and statutory frameworks in India, the European Union, and the United 

States have addressed data-driven collusion; (b) exploring the convergence of competition law with data 

protection and privacy law; (c) analyzing the enforcement challenges posed by borderless digital cartels; 

and (d) recommending reforms to strengthen legal and regulatory mechanisms for safeguarding 

consumer welfare in the age of artificial intelligence. 

 

Literature Review 

A growing body of scholarship and policy research highlights the intersection of competition law, data 

protection, and artificial intelligence. Early debates framed data as “the new oil,” emphasizing its 

economic significance, while recent literature critiques this metaphor by focusing on data’s non-

depleting and self-reinforcing nature. Studies by the OECD, European Commission, and scholars such 

as Ezrachi and Stucke have examined algorithmic collusion, noting that self-learning systems challenge 

the evidentiary burdens of competition enforcement. Case analyses—such as the Builders Association 

of India v. Cement Manufacturers Association, Google Shopping in the EU, and United States v. Topkins 

reveal jurisdictional divergences in recognizing algorithm-driven collusion. Furthermore, jurisprudence 

like Justice K.S. Puttaswamy v. Union of India links competition law with constitutional principles of 

privacy, underscoring the need for an integrated legal approach. However, much of the existing literature 

stops short of proposing a harmonized framework for algorithmic accountability across jurisdictions, 

which this paper seeks to address. 

 

Hypothesis 

This research proceeds on the hypothesis that existing competition law, in its current doctrinal and 

evidentiary form, is insufficient to regulate algorithmic collusion and data-driven dominance. A 

recalibration that integrates privacy protection, transparency in algorithmic design, and international 

cooperation is essential to ensure consumer welfare and fair competition in digital markets. 

Research Question 
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The study is guided by the following research question: To what extent are current competition law 

frameworks in India, the European Union, and the United States capable of addressing algorithm-driven 

collusion, and how can these frameworks evolve to incorporate principles of privacy, accountability, and 

international cooperation? 

 

 

Chapter Plan 

The research paper is organized into distinct chapters to systematically address the research problem. 

Following the Introduction, the second chapter analyses Data Dominance and the Architecture of 

Digital Cartels, examining how algorithms restructure traditional cartel concepts. The third chapter, 

Artificial Intelligence, Algorithms and Anticompetitive Practices, categorizes forms of algorithmic 

collusion and explores relevant judicial precedents. The fourth chapter, Data Protection, Privacy and 

Market Power, discusses the convergence of competition and privacy law. The fifth chapter focuses on 

Jurisdictional and Enforcement Challenges, highlighting extraterritoriality and evidentiary burdens. 

The sixth chapter, Reimagining Antitrust Tools in the Age of AI, proposes doctrinal and institutional 

reforms. The seventh chapter, Global Governance, Diplomacy and Data Localisation, situates the 

debate in an international context. The final chapter presents Conclusion and Suggestions synthesizing 

insights and proposing a path forward for effective regulation. 

 

Data Dominance and the Architecture of Digital Cartels 

The architecture of digital cartels departs significantly from the conventional understanding of collusion 

in physical markets. Traditionally, cartels required direct human involvement, an express or tacit meeting 

of minds among competitors to fix prices, limit output or share markets. However, in the data-driven 

economy, the deployment of artificial intelligence and algorithms has reshaped this framework. 

Algorithms can autonomously detect market patterns, align pricing strategies and create an outcome of 

uniform prices without any direct communication between human actors. This phenomenon raises a 

foundational question: should the law continue to demand human intent as a prerequisite for finding a 

cartel, or must liability extend to situations where machines collude by design or default? 

The Indian Competition Act, 2002 under Section 3(3) clearly prohibits agreements that result in price 

fixing, limitation of supply, or market allocation. Section 4 further prohibits abuse of dominant position. 

The jurisprudence of the Competition Commission of India (CCI) has traditionally required proof of 

collusion through circumstantial evidence or direct documentary proof. In the Builders Association of 

India v. Cement Manufacturers Association (2012), often called the Cement Cartel case, the CCI relied 

heavily on circumstantial evidence, including parallel conduct, to establish the existence of a cartel. This 

marked a shift from strict requirements of direct evidence towards a more pragmatic approach. The case 

demonstrates how even in traditional industries; competition law recognizes that cartels may operate 

secretly and leave only behavioral traces. In the context of algorithms, similar reasoning must evolve so 

that parallel digital conduct can itself serve as evidence of collusion. 

In contrast, the United States has historically required a clearer standard of proof under the Sherman Act, 

1890. In United States v. Apple Inc. (2012), involving the eBooks market, Apple was found guilty of 
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facilitating a hub-and-spoke cartel with publishers by fixing eBook prices. The case revealed that even 

without explicit written agreements, a coordinating platform could act as a hub to connect separate 

competitors into a collusive arrangement. This precedent becomes increasingly relevant in the digital 

economy where platforms like Amazon, Uber or Google act as hubs and competitors are the spokes. 

Algorithms deployed by these hubs determine prices, visibility and consumer choices. By applying the 

Apple precedent, courts may hold such platforms responsible for algorithmic collusion. 

The European Union jurisprudence offers yet another perspective. Article 101 of the Treaty on the 

Functioning of the European Union (TFEU) prohibits collusion in similar terms to Section 3 of the Indian 

Act. However, the European Commission has consistently recognized that tacit collusion, where firms 

align their behavior without direct communication, can amount to an infringement if it produces anti-

competitive effects. In the Google Shopping case (2017), the European Commission imposed a record 

fine of €2.42 billion on Google for abusing its dominance by favoring its own comparison-shopping 

service. The case highlights how algorithmic design itself can distort competition even when consumers 

appear to have choices. The decision underlines the need to examine algorithmic transparency and intent 

behind design. 

In India, emerging cases such as Harshita Chawla v. WhatsApp (2020) raised the question of whether 

the integration of WhatsApp Pay into the existing messaging ecosystem created a leveraging of data 

dominance to foreclose competition in the payment services market. Although the case was dismissed 

on grounds of insufficient prima facie evidence, it illustrates the growing recognition that data-based 

dominance and cross-market integration may produce anti-competitive outcomes. Coupled with the 

Supreme Court’s ruling in Justice K.S. Puttaswamy v. Union of India (2017) affirming privacy as a 

fundamental right, these developments demonstrate that antitrust law cannot operate in isolation from 

constitutional principles. 

Thus, the architecture of digital cartels requires a departure from narrow evidentiary burdens that demand 

explicit communication. Instead, regulators must acknowledge that algorithmic parallelism, AI-enabled 

uniformity and cross-platform data sharing are the new mechanisms of cartelization. The jurisprudence 

from India, the United States and the European Union collectively indicates that competition law must 

broaden its lens to recognize collusion in the digital economy as a dynamic process, one that emerges 

not from human conspiracies alone but from machine-driven interactions designed to maximize profits 

at the expense of consumer welfare. 

 

Artificial Intelligence, Algorithms and Anticompetitive Practices 

Artificial Intelligence (AI) and algorithms are reshaping the competitive dynamics of markets across the 

world. Unlike human decision-making, which is prone to error, negotiation and hesitation, algorithms 

process vast volumes of data at lightning speed to generate market responses. When deployed for pricing, 

advertising, or consumer targeting, they can create environments where competition is distorted or 

eliminated altogether. The law, however, continues to struggle with whether such outcomes constitute 

collusion, especially when no direct human involvement is present. 

AI-driven collusion manifests in several forms. The first is the Messenger Model, where human 

competitors explicitly design algorithms to execute their collusive strategies. This form of cartelization 



Cognitive Thinking: An International Journal of Interdisciplinary Studies 
Volume-1, Issue-4 (October– December 2025)   www.cognitivethinking.in 

 

 
63 

 

was evident in United States v. David Topkins (2015), where two e-commerce sellers agreed to fix prices 

of posters sold on Amazon through pre-programmed algorithms. The U.S. Department of Justice treated 

the case as a traditional price-fixing conspiracy, holding the participants liable even though the 

algorithms executed the collusion. This precedent establishes that the use of technology does not insulate 

firms from liability if human intent is proven. 

The second model is the Hub-and-Spoke arrangement. In this design, a central platform acts as the hub 

while competitors form the spokes. Algorithms deployed by the hub coordinate pricing and market 

conduct. The case of United States v. Apple Inc. (2012) in the eBooks market provides a prime example. 

Apple acted as the hub, aligning publishers (the spokes) into a common pricing strategy. In the digital 

economy, similar arrangements exist with platforms like Uber, Ola, or Amazon, where the central 

algorithm manages pricing for multiple sellers or drivers. In India, the Competition Commission of India 

(CCI) has begun investigating such arrangements in ride-hailing markets, raising questions about 

whether the algorithm itself is a collusive instrument. 

The third form is Predictable Agent collusion, where algorithms independently learn to coordinate 

without human intervention. This is the most complex form, as demonstrated in the infamous case of the 

book “The Making of a Fly,” where competing algorithms on Amazon set the book price to over $23 

million due to automated competitive adjustments. No human conspiratorial agreement existed, yet the 

outcome was parallel pricing detrimental to consumer welfare. Regulators are faced with the dilemma 

of whether such conduct can be punished under existing legal frameworks when traditional elements of 

conspiracy are absent. 

The fourth and most sophisticated form is the use of self-learning or black-box algorithms, sometimes 

referred to as the Digital-Eye Model. These systems adapt in real-time, monitoring competitors’ actions 

and predicting market responses. In the Google Shopping case (2017), the European Commission found 

that Google’s algorithms systematically prioritized its own comparison-shopping service while demoting 

rivals. Although Google argued that its algorithm was designed for consumer benefit, the Commission 

held that algorithmic design itself can constitute abuse of dominance under Article 102 TFEU. The ruling 

illustrates the necessity of algorithmic accountability. 

Indian jurisprudence has also begun grappling with these challenges. In the case concerning Google’s 

Android licensing agreements, the CCI in 2022 imposed a fine of over INR 1,300 crore for abuse of 

dominance under Section 4 of the Competition Act, 2002. Google was found to have mandated pre-

installation of its suite of applications on Android devices, thereby foreclosing competition. Here, the 

abuse was not only contractual but algorithmic, as the default settings and app prioritization created 

unfair market conditions. The case underscores how algorithms, while seemingly neutral, can reinforce 

monopolistic control. 

Beyond pricing, algorithms play a central role in behavioral targeting and consumer manipulation. The 

Cambridge Analytica scandal revealed how personal data harvested from millions of Facebook users 

was weaponized to micro-target voters during the 2016 U.S. Presidential elections and the Brexit 

referendum. Algorithms created psychographic profiles of individuals, predicting not only their political 

leanings but also their vulnerabilities. This represents a new frontier of anticompetitive practice, where 

the very autonomy of the consumer is undermined. From a legal standpoint, such practices blur the line 
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between competition law and data protection, raising the question whether consumer harm should be 

measured purely in economic terms or also in terms of privacy and autonomy. 

Legislatures worldwide are attempting to address these concerns. In the United States, the Algorithmic 

Accountability Act of 2022 requires companies to conduct impact assessments of automated systems, 

focusing on bias, privacy, and competitive effects. The European Union has introduced the Digital 

Services Act and Digital Markets Act, which require large platforms to disclose the functioning of 

algorithms and prohibit practices that unfairly privilege their own services. India has enacted the Digital 

Personal Data Protection Act, 2023, which aims to regulate the processing and sharing of personal data, 

though it has yet to be fully integrated into the competition law framework. These statutory innovations 

demonstrate a growing recognition that algorithmic practices must be subject to transparency and 

accountability. 

The convergence of AI and competition law thus raises three urgent questions: First, how can regulators 

identify collusion in a world where machines coordinate behavior without explicit agreements? Second, 

what evidentiary standards should be applied when algorithmic parallelism produces anti-competitive 

effects? Third, how should liability be apportioned between the programmer, the corporation, and the 

algorithm itself? Judicial precedents and statutory developments across jurisdictions suggest that while 

technology may evolve rapidly, the law must reaffirm its central aim: to safeguard consumer welfare 

and prevent abuse of economic power, regardless of the medium through which it is exercised. 

 

Data Protection, Privacy and Market Power 

The relationship between data protection, privacy, and competition law has become one of the most 

debated issues in contemporary legal scholarship. Traditionally, antitrust regulation was primarily 

concerned with prices, output, and consumer welfare in strictly economic terms. Privacy was treated as 

a separate domain governed by constitutional or statutory protections. However, in the digital economy, 

the boundaries between privacy and competition have blurred. Control over data has become the 

foundation of market dominance. The ability to accumulate, process, and exploit personal data has 

created a new form of power that shapes not only economic markets but also the political and social 

order. 

The Indian constitutional framework provides a strong starting point for this debate. In Justice K.S. 

Puttaswamy v. Union of India (2017), the Supreme Court of India declared the right to privacy a 

fundamental right under Article 21 of the Constitution. The judgment emphasized that informational 

privacy—control over how one’s personal data is collected, processed, and shared—is an essential facet 

of individual liberty. Though the case arose in the context of Aadhaar, its implications extend into 

competition law. When dominant platforms such as Facebook, Google, or WhatsApp require users to 

share personal data as a condition for accessing services, they not only abuse their economic power but 

also infringe fundamental rights. The overlap between privacy protection and antitrust enforcement 

demands a harmonized legal approach in India. 

Internationally, judicial precedents reinforce this convergence. In the Facebook Germany case (2019), 

the German Federal Cartel Office held that Facebook abused its dominant position by collecting data 

from third-party apps and websites without effective user consent, merging it with Facebook profiles for 
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advertising purposes. The German Federal Court of Justice upheld the decision, holding that the 

exploitative use of personal data could amount to an antitrust violation. This was a landmark judgment 

because it collapsed the traditional distinction between privacy harms and competition harms, 

recognizing them as overlapping spheres. 

Similar concerns emerged in India during the WhatsApp privacy policy controversy of 2021. WhatsApp 

announced that users’ data would be shared with Facebook for advertising and business integration. The 

Competition Commission of India (CCI) opened an investigation under Section 4 of the Competition 

Act, 2002 to assess whether the policy constituted abuse of dominance. The case demonstrated how 

privacy policies can serve as instruments of market foreclosure: if users cannot exit the platform due to 

network effects, they are forced to submit to exploitative terms that harm both privacy and competition. 

The Cambridge Analytica scandal underscores the gravity of data misuse beyond market competition. 

Data harvested from millions of Facebook users was deployed to create psychographic profiles and 

influence electoral behavior during the 2016 U.S. presidential election and Brexit referendum. Here, 

personal data was transformed into a political weapon, disrupting democratic processes. From a 

competition perspective, the scandal revealed how platforms that control vast datasets acquire not only 

economic dominance but also political influence, entrenching their power beyond the reach of traditional 

antitrust law. 

Statutory frameworks are gradually adapting to these challenges. The European Union’s General Data 

Protection Regulation (GDPR) is the most comprehensive legal regime, introducing robust rights such 

as consent, data minimization, portability, and the right to be forgotten. Importantly, GDPR ties privacy 

directly to autonomy, requiring explicit user consent for processing personal data. In India, the Digital 

Personal Data Protection Act, 2023 (DPDP Act) is a significant development, seeking to regulate how 

personal data is collected and processed. Although the Act introduces principles like purpose limitation 

and user consent, its effectiveness will depend on its coordination with competition authorities to ensure 

that dominant platforms cannot use market power to bypass consent requirements. 

The convergence of privacy and competition raises profound jurisprudential questions. Should consumer 

harm be measured only in terms of prices and output, or should violations of autonomy, dignity, and 

informational control also qualify as antitrust harms? The Facebook Germany decision suggests that 

privacy harms can and should be considered part of competition analysis. Furthermore, when companies 

leverage dominance in one market (e.g., social media) to expand into another (e.g., payments or 

advertising) using consumer data, they may be engaging in tying and leveraging, conduct traditionally 

prohibited under Section 4 of the Competition Act and Article 102 TFEU. 

Ultimately, the recognition that privacy is both a fundamental right and a competition concern represents 

a paradigm shift. Market power in the digital economy is no longer confined to traditional measures of 

capital or output. It rests on informational asymmetry and the erosion of individual control. For India, 

the challenge will be to harmonize the Competition Act, 2002 with the DPDP Act, 2023 and the 

constitutional guarantees of privacy under Puttaswamy. Globally, cooperation between competition 

regulators and data protection authorities will be essential, since digital cartels and cross-border data 

flows transcend national jurisdictions. The jurisprudence thus far suggests that the future of antitrust law 

lies in embracing privacy as an integral part of consumer welfare. 
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Jurisdictional and Enforcement Challenges 

The enforcement of competition law in the digital age encounters formidable challenges due to the 

unique characteristics of data-driven markets. Traditional antitrust doctrines were developed for physical 

industries where agreements were tangible, markets were territorially confined, and collusion required 

active human coordination. In contrast, digital cartels are diffuse, borderless, and often executed by self-

learning algorithms that operate autonomously. This transformation has created fundamental problems 

of jurisdiction, evidence, and enforcement for regulators worldwide. 

i. Extraterritorial Reach and Cross-Border Enforcement 

A critical challenge is the extraterritorial nature of digital cartels. Data flows transcend national 

boundaries, and platforms operate globally with little regard for local jurisdiction. For example, in the 

Google Android case (2022), the Competition Commission of India (CCI) fined Google over INR 1,300 

crore for abuse of dominance under Section 4 of the Competition Act, 2002. Yet the underlying 

conduct—mandating the pre-installation of Google apps—was a global practice, investigated 

simultaneously in the EU and other jurisdictions. This overlap underscores the need for harmonized 

international enforcement. 

The European Union has long grappled with extraterritorial enforcement under Articles 101 and 102 of 

the Treaty on the Functioning of the European Union (TFEU). In the Microsoft case (2007), the 

European Commission imposed fines exceeding €1 billion for tying its media player to the Windows 

operating system. Although Microsoft argued that it was an American company, the Commission 

asserted jurisdiction because the conduct affected European consumers. Similarly, the Intel case (2017) 

affirmed that companies operating globally must comply with EU antitrust rules if their conduct has 

effects within the Union. These precedents confirm the “effects doctrine,” which allows regulators to 

assert jurisdiction when foreign conduct produces domestic competitive harm. 

India has also recognized extraterritorial jurisdiction in competition law. Section 32 of the Competition 

Act, 2002 empowers the CCI to inquire into agreements or conduct taking place outside India if they 

have an appreciable adverse effect on competition (AAEC) in India. However, the practical enforcement 

of Section 32 remains limited, as cooperation with foreign regulators is often slow and politically 

sensitive. The challenge lies in transforming this statutory power into effective enforcement in cases of 

global algorithmic collusion. 

ii. Evidentiary Burdens and Algorithmic Collusion 

Another central problem is the evidentiary burden in cartel cases. Traditional jurisprudence required 

proof of an agreement, either express or tacit. In In re: Sugar Mills (2011), the CCI initially insisted on 

direct evidence of meetings of minds. However, in the Cement Cartel case (2012), the Commission 

shifted towards accepting circumstantial evidence such as parallel conduct and communication as 

sufficient proof. The standard evolved further in the LPG Cylinder Cartel case (2012), where the CCI 

adopted a balance of probabilities standard rather than beyond reasonable doubt, reflecting the civil 

nature of competition proceedings. 

With algorithmic collusion, however, evidence becomes even harder to trace. Self-learning algorithms 

may align prices without explicit human instruction, creating outcomes identical to traditional cartels 
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but without any provable agreement. Regulators must therefore rely on forensic analysis of algorithms, 

digital footprints, and patterns of market behavior. Yet courts may remain hesitant to impose liability 

absent human intent. The problem mirrors the doctrinal debates in the United States, where Section 1 of 

the Sherman Act traditionally requires proof of an agreement, and courts have been reluctant to extend 

liability to mere parallel conduct absent “plus factors.” 

 

iii. Standard of Proof and Burden of Enforcement 

The difficulty of establishing collusion raises the question of the appropriate standard of proof. Should 

regulators adopt a presumption of collusion when algorithms consistently produce uniform prices or 

exclude rivals? The European Commission’s 2019 report on Competition Policy for the Digital Era 

suggested that regulators may need to rely more on economic outcomes than on direct evidence of intent. 

Similarly, the German-French joint report on algorithms and competition (2019) advocated for reverse 

engineering and mandatory disclosure of algorithms as enforcement tools. 

In India, the adoption of such an approach would require balancing the presumption of innocence with 

consumer welfare. The CCI has already demonstrated flexibility by accepting circumstantial evidence 

in cartel cases, but algorithmic collusion will require further legal innovation, including shifting burdens 

of proof onto dominant firms to demonstrate that their algorithms do not facilitate collusion. 

iv. Regulatory Capacity and Technical Expertise 

Even when jurisdiction and legal standards are clarified, enforcement remains constrained by the 

technical limitations of competition authorities. Algorithms often function as “black boxes” that even 

their creators struggle to fully explain. Regulators require advanced forensic capabilities, including 

access to code, data sets, and algorithmic outputs. This poses significant resource challenges, especially 

in developing countries. 

To address this, jurisdictions are experimenting with innovative regulatory models. The European 

Union’s Digital Markets Act (DMA) imposes obligations on “gatekeeper platforms” to ensure 

transparency in algorithmic decision-making. In the United States, the Algorithmic Accountability Act 

of 2022 mandates impact assessments of automated systems. India, through its Digital Personal Data 

Protection Act, 2023, has laid down safeguards for personal data but has yet to fully integrate algorithmic 

accountability into competition enforcement. 

v. International Cooperation 

Finally, the global nature of digital cartels necessitates international cooperation. Institutions such as the 

OECD and UNCTAD have emphasized cross-border collaboration in competition law. The International 

Competition Network (ICN) provides a forum for regulators to share best practices, but enforcement still 

depends on political will and bilateral treaties. Without coordinated action, tech giants may exploit 

jurisdictional gaps to evade scrutiny. 

vi. Conclusion  

Jurisdictional and enforcement challenges demonstrate that competition law in the digital age cannot 

operate within traditional boundaries. Extraterritorial enforcement, algorithmic transparency, and 

international cooperation are essential for tackling global data cartels. Courts must accept that the 

evidentiary standards designed for physical markets are insufficient for the algorithmic economy. 
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Regulators must not only acquire technical expertise but also coordinate globally to ensure that consumer 

welfare and privacy are not sacrificed to the dominance of data giants.: 

 

Reimagining Antitrust Tools in the Age of AI 

The rise of artificial intelligence and algorithm-driven markets has exposed the limitations of traditional 

antitrust enforcement. The doctrines and investigative tools developed for physical industries are ill-

suited to detect and address the complexities of algorithmic collusion and data-driven market power. As 

competition authorities grapple with these challenges, the need arises to reimagine antitrust tools, 

enforcement mechanisms, and regulatory philosophies that align with the realities of the digital 

economy. 

a. The Leniency Regime and Whistleblower Protections 

One of the most effective tools in cartel enforcement has been the leniency regime, which incentivizes 

participants to disclose the existence of a cartel in exchange for reduced penalties. Section 46 of the 

Competition Act, 2002, along with the CCI (Lesser Penalty) Regulations, 2009, provides a framework 

in India for such leniency. In the Zinc Carbon Batteries case (2018), the CCI granted a 100% reduction 

in penalty to Panasonic for voluntarily disclosing cartel conduct, underscoring the effectiveness of this 

regime. 

However, the digital economy complicates the utility of leniency. When collusion is executed by 

algorithms or self-learning systems without human meetings or agreements, who can come forward as a 

whistleblower? Developers may not have knowledge of how the system evolves, and corporations may 

deny liability by attributing outcomes to autonomous machine learning. Reimagining leniency in the AI 

context may require imposing obligations on firms to audit their algorithms and disclose potential risks 

of collusion. In such a framework, proactive compliance and transparency could serve as substitutes for 

whistleblower testimony. 

b. Reverse Engineering Algorithms as an Enforcement Tool 

To effectively regulate AI-driven collusion, regulators must embrace technological tools themselves. 

Reverse engineering algorithms is one such approach, enabling authorities to scrutinize how pricing or 

recommendation systems function. The German and French joint report on algorithms (2019) 

recommended the creation of specialized units within competition authorities capable of auditing 

algorithms. Similarly, the EU’s Digital Markets Act (DMA) imposes obligations on gatekeepers to 

provide regulators with access to their algorithms for inspection. 

In India, such an approach would require significant capacity building within the CCI. At present, the 

Commission relies heavily on economic evidence and market studies, but algorithmic collusion demands 

technical expertise in data science, artificial intelligence, and computer forensics. Collaborative 

mechanisms between competition authorities, academic institutions, and technical experts could bridge 

this gap. 

c. Presumptions and Burden Shifting in Digital Collusion 

Another avenue of reform lies in recalibrating the burden of proof. Traditional competition law places 

the onus on regulators to establish the existence of collusion. Yet in digital markets, where opacity is 

inherent, regulators may struggle to meet this burden. A possible solution is to introduce rebuttable 
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presumptions of collusion where algorithms produce identical or near-identical pricing patterns across 

competitors. 

Such presumptions must, however, be carefully crafted to avoid over-penalizing legitimate parallel 

conduct. Courts may draw from the Builders Association of India v. Cement Manufacturers Association 

(2012) precedent, where circumstantial evidence sufficed to establish collusion. A similar evidentiary 

relaxation could apply in digital markets, with the burden shifting to firms to demonstrate that identical 

outcomes are the result of independent competitive conduct rather than tacit or algorithmic collusion. 

d. Proactive Market Studies and Monitoring 

Competition authorities must also move beyond reactive enforcement towards proactive monitoring. The 

CCI has occasionally undertaken market studies, such as its 2020 market study on e-commerce, which 

examined issues of deep discounting, search ranking, and data use. Expanding such studies into ongoing 

monitoring of algorithmic markets would enable regulators to detect problematic patterns before they 

crystallize into entrenched monopolies. 

This proactive approach is already visible in the UK Competition and Markets Authority (CMA), which 

established a Digital Markets Unit (DMU) to oversee large technology firms. The EU has followed a 

similar path under the DMA. For India, the creation of a dedicated digital competition authority or a 

specialized wing within the CCI could provide the institutional framework for sustained oversight. 

e. Integrating Privacy and Consumer Protection 

Another innovation in reimagining antitrust tools lies in integrating privacy and consumer protection 

into competition analysis. As seen in the Facebook Germany case (2019), violations of privacy can 

simultaneously constitute antitrust harms when they result from exploitative abuse of dominance. In 

India, harmonizing the Digital Personal Data Protection Act, 2023 with the Competition Act, 2002 would 

provide a stronger basis for regulating data-driven dominance. For example, the CCI could consider 

excessive data collection or forced consent policies as exploitative abuses under Section 4. 

f. The Role of Courts and Judicial Innovation 

Courts also play a vital role in shaping antitrust tools. The Justice K.S. Puttaswamy v. Union of India 

(2017) case demonstrates judicial willingness to expand fundamental rights to meet contemporary 

challenges. A similar judicial creativity is necessary in competition law to adapt doctrines like 

“agreement” or “abuse of dominance” to algorithmic realities. For instance, the judiciary could interpret 

tacit algorithmic coordination as a form of agreement under Section 3(3) of the Competition Act, even 

in the absence of human intent. 

g. Conclusion 

Reimagining antitrust tools in the age of AI requires both legal and institutional innovation. Traditional 

instruments such as leniency and presumptions must be recalibrated, while new tools like algorithm 

audits, reverse engineering, and proactive monitoring must be introduced. At the same time, regulators 

must recognize the intersection of privacy, consumer protection, and competition, ensuring that antitrust 

law evolves in harmony with constitutional and statutory frameworks. The task ahead is formidable, but 

the jurisprudence and policy experiments across jurisdictions suggest that competition law can adapt to 

preserve consumer welfare in the algorithm-driven economy. 
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Global Governance, Diplomacy and Data Localization 

The regulation of digital cartels and data-driven market power is not merely a domestic legal issue but a 

global governance challenge. Data flows do not respect national borders, and the dominance of a handful 

of multinational technology companies means that anticompetitive conduct in one jurisdiction often has 

ripple effects worldwide. Traditional competition law, designed for territorially confined markets, is 

increasingly inadequate in addressing this reality. Global governance, international diplomacy, and 

debates over data localization have therefore emerged as central to the future of antitrust enforcement. 

a. Data as a Geopolitical Asset 

In the twenty-first century, data is more than an economic resource; it is a geopolitical asset. Nations 

compete not only for technological innovation but also for control over data flows. The concentration of 

data in the hands of a few corporations, many headquartered in the United States, has led to concerns of 

digital sovereignty in regions like the European Union and India. The ability to harness and analyze data 

confers significant advantages, from economic development to national security. Consequently, states 

are increasingly treating data governance as a matter of diplomacy and strategic policy. 

The Cambridge Analytica scandal demonstrated that data can be weaponized to influence elections and 

democratic processes across borders. Similarly, the United States and China’s rivalry in artificial 

intelligence and 5G technology illustrates how data is at the heart of geopolitical competition. In this 

environment, domestic competition authorities cannot act in isolation. Addressing algorithmic collusion 

and data cartels requires coordinated diplomatic engagement and global regulatory standards. 

b. The Role of International Institutions 

Global institutions have begun addressing digital competition, though progress remains uneven. The 

Organisation for Economic Co-operation and Development (OECD) has published extensive research 

on algorithmic collusion and encouraged member states to share best practices. The United Nations 

Conference on Trade and Development (UNCTAD) has highlighted the risks of data monopolies for 

developing countries, emphasizing the need for fair digital trade rules. The World Trade Organization 

(WTO), meanwhile, faces the challenge of integrating digital trade into its framework, though 

negotiations remain politically sensitive. 

The International Competition Network (ICN) provides an informal platform for antitrust regulators to 

coordinate investigations and share information. Yet without binding enforcement powers, its impact 

depends on voluntary cooperation. The absence of a comprehensive global treaty on digital competition 

highlights the gap between the global nature of the problem and the national character of existing 

solutions. 

c. Diplomacy and Bilateral Cooperation 

Bilateral and regional cooperation has proven more effective in specific cases. The European 

Commission and the United States Department of Justice have often coordinated antitrust investigations 

against multinational corporations. Similarly, India has participated in regional forums like BRICS 

competition authorities’ meetings, focusing on the challenges of regulating global tech giants. Such 

diplomatic channels are essential for exchanging evidence, coordinating enforcement strategies, and 

reducing jurisdictional conflicts. 
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However, geopolitical rivalries often complicate cooperation. For instance, while the EU has taken an 

aggressive stance against American tech companies through cases like Google Shopping (2017) and 

Google Android (2018), the United States has sometimes viewed such enforcement as protectionist. 

India too faces the delicate task of balancing its need for foreign investment in technology with its 

objective of digital sovereignty. 

d. The Debate on Data Localisation 

One of the most contentious issues in global digital governance is data localisation, the requirement that 

data generated within a country be stored and processed domestically. Proponents argue that localisation 

ensures data sovereignty, protects privacy, and facilitates domestic enforcement of competition law. For 

instance, India’s draft Personal Data Protection Bill, 2019 proposed stringent localisation requirements, 

though the final Digital Personal Data Protection Act, 2023 adopted a more flexible approach. 

Opponents, however, warn that data localisation can fragment the global internet, increase costs for 

businesses, and reduce innovation. Multinational corporations argue that localisation impedes the 

efficiencies of global data centers. Moreover, localisation does not automatically solve antitrust 

concerns; even if data is stored domestically, algorithmic collusion may still be orchestrated across 

borders. The challenge is to strike a balance between sovereignty and the benefits of cross-border data 

flows. 

e. Towards a Global Framework for Digital Competition 

The future of digital competition enforcement lies in the creation of a more coordinated global 

framework. This could take the form of a multilateral treaty on digital markets, establishing common 

standards for algorithmic transparency, data portability, and cross-border enforcement. Alternatively, 

regional agreements—such as the EU’s Digital Markets Act or ASEAN’s emerging digital 

frameworks—may serve as building blocks for global governance. 

For India, active participation in these global efforts is crucial. As one of the world’s largest digital 

markets, India has both the leverage and the responsibility to shape international norms. Its recent 

initiatives on data protection and competition enforcement position it as a significant voice in the global 

debate. Diplomacy, therefore, must become an extension of competition policy, ensuring that Indian 

regulators can cooperate effectively with their counterparts abroad. 

f. Conclusion  

Global governance, diplomacy, and data localisation represent the new frontiers of competition law in 

the digital era. The fight against algorithmic collusion and data cartels cannot be won within national 

borders alone. International cooperation, informed diplomacy, and balanced data localisation policies 

are essential to protect consumer welfare and maintain the integrity of markets. As data becomes both 

an economic resource and a geopolitical weapon, competition law must expand beyond its traditional 

confines to embrace a global, multidisciplinary approach. 

 

Conclusion and Suggestions 

The digital revolution has fundamentally altered the landscape of competition law. What was once a 

discipline focused on agreements, prices, and market shares in traditional industries must now grapple 

with phenomena that transcend borders, human intention, and even the very definition of an agreement. 
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Data has emerged as the currency of power in the twenty-first century, and algorithms have become the 

invisible architects of market conduct. Together, they create the conditions for digital cartels that operate 

without the need for smoke-filled rooms or signed agreements. 

The central challenge lies in reconciling the speed of technological innovation with the comparatively 

slow pace of legal development. While algorithms evolve in real time, often beyond the comprehension 

of their creators, laws are debated, legislated, and interpreted over years. This gap places consumers at 

risk of exploitation, as dominant platforms can abuse their data-driven power unchecked. The cases 

examined in this study—from Builders Association v. Cement Manufacturers Association in India, to 

Google Shopping in the EU, and United States v. Topkins in the US—demonstrate that courts and 

regulators are beginning to recognize the problem, but enforcement remains reactive and fragmented. 

A holistic response requires a reimagining of antitrust tools and a willingness to integrate competition 

law with adjacent legal domains such as privacy, consumer protection, and constitutional rights. The 

recognition of privacy as a fundamental right in Puttaswamy v. Union of India illustrates how 

constitutional jurisprudence can inform competition enforcement, ensuring that consumer welfare is 

understood not merely in terms of price but also in terms of autonomy and dignity. Similarly, the 

Facebook Germany case illustrates how privacy violations can be treated as antitrust harms, creating a 

powerful precedent for integrated regulatory action. 

Conclusion 

The law stands at a crossroads. If competition authorities and courts continue to rely on outdated 

frameworks, consumers will remain vulnerable to the invisible hand of algorithms and the unchecked 

dominance of data giants. But if regulators embrace innovation, integrate privacy into antitrust analysis, 

and cooperate across borders, the law can reclaim its role as a guardian of fair markets and individual 

autonomy. 

The task is formidable, yet urgent. The future of consumer welfare, democratic integrity, and economic 

fairness depends on our ability to confront the challenge of algorithmic collusion and data cartels with 

creativity, courage, and constitutional fidelity. The promise of competition law in the digital age is not 

merely to prevent harm but to ensure that technology serves humanity, rather than humanity serving 

technology. 

 

Suggestions  

 

i. Integration of Privacy and Competition Law: Regulators must recognize that exploitative data 

practices are not only privacy violations but also antitrust abuses. Competition authorities should 

explicitly include privacy harms in their assessment of consumer welfare. 

ii. Algorithmic Accountability: Laws should mandate transparency in algorithmic decision-making. 

Firms deploying AI tools must be required to audit and disclose the risks of collusion, with regulators 

empowered to reverse engineer algorithms where necessary. 

iii. Recalibrating Evidentiary Standards: The requirement of proving a “meeting of minds” is obsolete 

in the age of self-learning algorithms. Regulators should rely on circumstantial evidence and market 

outcomes, adopting rebuttable presumptions of collusion where algorithms produce uniform prices. 
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iv. Strengthening the Leniency Regime: Traditional whistleblowing mechanisms are ill-suited to 

algorithmic cartels. The leniency framework should be reimagined to incentivize proactive compliance, 

such as self-reporting of algorithmic risks and independent audits. 

v. Capacity Building in Competition Authorities: Institutions like the CCI must invest in technological 

expertise, creating specialized units equipped with data scientists, AI specialists, and forensic analysts 

capable of scrutinizing complex systems. 

vi. International Cooperation: Global digital cartels require global responses. India should play an active 

role in forums such as the ICN, OECD, and UNCTAD, advocating for a multilateral framework on 

digital competition and cross-border enforcement mechanisms. 

vii. Balanced Data Localisation Policies: While data localisation can enhance sovereignty and 

enforcement capacity, it must not stifle innovation or fragment the internet. A balanced approach 

should combine localisation with strong privacy protections and international cooperation. 
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